Can Data and Ethics live
together?

MATTEO GRATTON



“No man’s good by accident.

Virtue has to be learnt”

— Seneca




L












“A sword never kills anybody:;

It Is a tool In the killer's hand”

— Seneca




As Designers we decide:

> What data is required

> What data is shared




evening
@eaveningeye

My sexual orientation is none of your business!!!
Companies are going too far with their job application.
#jobapplication #job #HR #hiring #dataprivacy #notok
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. Kurt Seifried
4 @kurtseifried

Just tried to download a document from and
they use the dark pattern "free signup, er uhh with a
creditcard/paypal, and uhh you can totally cancel it
before we bill you next month." How is this kind of stuff
legal?

Activate your free trial
D ata c o I I e cte d 80 due until July 26, 2020, then $8.99/month. Don't worry —
we’ll email you before your trial ends.
o
or required

By starting a free trial, you are enrolling in automatic payments of
$8.99/month beginning at the end of your free trial. You can cancel anytime
from your Account Settings.

| |
| J

Pay

Credit or Debit Card

Cancel anytime,

8:47 pm - 26 Jun 2020 - Twitter Web App
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Data collected
or required

Privacy settings

We and our partnere place cookies, access and vee non-saneitive infcrmation from your
cevice to improve cur producis and personalize ads and other contents throughout this
wiebsite. You may accept all or part of these ooerations. To learn more about cockies,
partners. and how we use your data, lo review your oplions or these operations for each
partner, visit our privacy policy.

YOU ALLOW

+ Store and/or access information on a device
+Select and analyze contaents

+Develop and improve products

+ Apply market research to generate audience insights
+ Measure content performance

+Measure ad performance

+ Select personalised content

+Creale a personalised content profile

+ Select personalised ads

+ Create a personalised ads profile

+Select basic ads

+ Actively scan device characteristics for identification

+Use precise geclocation data

By giving consant to the purposes above, you also allow this wensite and I1s parners 10

EY ALLOUR PARTNERS View our partners




When you collect data you're also responsible
for the data security:

> When you collect data you need to store It:
IS it useful, are you going to use it?

> Data pollution (too many data are more difficult to be
analyzed).

> Storing data requires also lots of storage = open
gquestions about the use of energy and virtual space...




Data shared

CNN& @CNN - 2 Aug 2020
Companies are plotting what a safe return to the office looks like.

To enforce social distancing and mask-wearing, Al technology that tracks
employees' locations is becoming increasingly popular. But privacy
experts warn that may not be the best solution. cnn.it/31pkWq7
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Data shared

Danaé Metaxa
| @d_metaxa
Google recently added a feature allowing users to

search for "Black-owned businesses near you". They're
advertising it all over the place (see below).

I've also already started hearing from Black-owned
businesses | follow that they're seeing an influx of racist
fake reviews...

Google

Search

Black-owned
near you @

black owned

black owned restaurants

black owned gyms



Data shared

One of the UK's biggest GP practice operators has quietly passed into

. Dr Mike Galsworthy @mikegalsworthy - 27 Feb
the hands of the US health insurance group Centene Corporation.

This is privatisation of the NHS by stealth.

| _The,.
s Guardian

NHS GP practice operator with 500,000 patients passes into hands ...
Merger with Centene Corp covers 500,000 patients fuelling calls for
inquiry into ‘NHS privatisation by stealth’

& theguardian.com

Q 170 1 29K ) 38K




Data shared

Tyler Thompson
@Thompson_TylerJ

From YouTube's "How Data Brokers Sell Your Identity", |
was shocked after Murgia discussed some of her traits
and activities she partakes in, that all of these personal
details were found by personal data trackers who didn't
even know her.

youtu.be/AU66C6HePfg

#emed390s21

el

@ How data brokers sold my identity | Ma... ©

Watch later Share

MORE VIDEOS

B & Youlube ©2




“Auditur et altera pars”

The other side shall be heard as well.

— Seneca




Are there any data conscious products?

> Browsers: Firefox (from Mozilla), Brave, Vivaldi
> Search engines: Ecosia, DuckDuckGo, Startpage

> Messengers: Signal, Telegram

> Others: Proton (Mail and VPN)




4 v CO2 Tracker

Workspace Document

0@

Q- Search Layers

Pages ® v
CO2 Tracker
Symbols 9:41
STYLE
Fills -+
v Q CO2 Tracker
' Borders -1
: > <@ Status Bar
Shadows -+
v & Total Footprint 4. 0000 =Tt T e
> Aa 235 Inner Shadows +
Hel
> Aa CO2 Tonnes Per Year X Commute Blur +
> [ mustration 230 kilometers, 45.4 tn

LS
> ) Travel Footprint

> 0 Commute Footprint

> 0 House Footprint
> 0 Food Footprint

> 0 Shopping Footprint

> <) Other Footprint Your FOOtprint

3=

Travel

e leTal 3

ZoOU KHOMeLers. ¢




- . 4
. . - ‘ ' >
4 gr o f
. . ~ ; .
..' o.. . ’ = -
', _\. = z 4 L]
. or 2 " »
-~ = iy ' oot ’ , - ~
. o 3 ' o’ . -
L ’ - . -
« 0 ‘. . " -
-0 - = .
» o ‘e ’1 - -
" Q' % @ _’ - . .-
< P ‘. . > 2
¢ s s .
. . - " 4 e ’- g .‘
. = . o N » .’
0' ..l... ".. .‘. o . - - I- a
»” > - L = -~
".o -: 3 S "/-.. K s
o PSS ’ .
FEN . e . , d .
Y " - W7 > =
"' o-.' K . =
"-. - s » 2 P <
- P s 0
- ™ e e ) i 4=
v > -
- - " - -
> ’ ’ - - - o
“» "o o ".0 e s # = . ’
-
- " ‘0 .. o o, - .‘
-~ . = P e e \ .
i A N b ; ' ‘ 7 » " ; P B o - ... ‘o Syt te 07 o =
] Ve * N - LI ' - ) - ot < sy . Y L S v T . - e 9 bl < . . ~ . > . . -
Q.}&" :“l * LS 2% i S N5 ) Ly { - ? iy v W f"‘ > }. ™ ’rl § 4 N oy . ey d ’.Q,' A ... Sp O wm .'_, F =
% ? c’ﬂ“{n : ey , ) L Q ’ A . L ) 3 : - » B "%, . -
‘l‘. .y "L ™. . . R e - : Y - . . < s 1 e . - . i * g ” Te “ " ow ® Ve - N
) A <8 T . . Y 2 ‘ -~ . ) ] 1 v : 8 . . N\ v 4 4 - . ® . - -
: ey iy . : ' g L ki < R 5 A SO ¥ Y :'fﬂ. W Y : <. R
4 a ~ | . S o ob - . - “s_ v ", s WD . o8
LI - = o ' . - '.
‘w 'o“:o"to.:"' “eg '...-. ‘.‘.’." T .. ."., o
.5 :.,.” - nem D0 - o, ™ .
’.$‘-_Q" ‘o.) LT N .“
R
. - - -
e o
L
TR A AR
b
TR i L T
T ANTANAT 2
B e L & "
a
- &
AT = 5
~oa? _.“.'r"- :“'V :
bl — et W
- ‘
Nealro,
Paltatp sl "t
v - o - : ’ t- - ....: - “.'.'. .- .‘.. >
- (‘.IM('—..-—'-———_—_’W v —— . . - - y . & ¥ o e “‘:‘.-. ‘..‘..~..\. N e g .
FL 2 Wy 4 - BRI . i o B X S ’ Bn'S X ! ) Y « “ T - TAN P . . .
{ -~ - 4 T . - Sae - ' -, e P - ‘.
' - e " e a 2% % .-, % .
BEE ST tsginimg® Ot ot o
s Tee A, AR A ol i o
. X @ ‘- . - =3
.‘. = “w* “. T g O
o . . ' .
- LIS l.. .‘ 2 ... § Y7 <l : o.&: .
. Y
“‘. o - -9 & . . Y - @
’ P a- Py g ’ P u -5 ¢
s el ‘ ] Y )
i N, RET ® -
s ‘op 4 * B
-
! ". .30.‘.‘05.“.' 3 - .~
5t =k “he .. T o8, i
- A ‘. L N - - S
. : “ - ot % S -
At i A
b . t
'n.g
i s | il
'z & P . < -
- 5' “lap S .
" $ . S ..
! - ¢ E = S
» ’ e . " . . .
;. é L4 .
- ‘ z .t 3 - I
-3 4 ) g T
. *- -
L o v e
- ’ 4 .. -
N E N - Y . .
4 B e -: ~
:: . ’ ‘. .
. ’ ‘ ‘. ‘
e 3 . -
ey o 1. ? .
. L. WY
* ’ » -
. ey : -
.' : " .}.. .' 2
o AR ’ % .,
4 rJ - .L' 0. » » A




“There is a fine line In here beside fair use and

surveillance mode. A red line we don't want to
cross, and we don't want to allow others to
cross, by using our product.”

— Gloria Langreo, PM @Sketch










Take aways

It iIs hard to make the perfect ethical decisions, but:

> We can control what kind of data we want to gather and
share

> We can be transparent with our users
when we're tracking them for specific purposes




Take aways

> we can gather data only when needed
> we can gather only the needed data

> we should not share any personal data
If not strictly necessary




“The greater part of progress is
the desire to progress”

— Seneca




Thankyou all

MATTEO GRATTON - DESIGN ADVOCATE @SKETCH

TWITTER: @MATTEOGRATTON - LINKEDIN: LINKEDIN.COM/IN/MATTEOGRATTON



http://linkedin.com/in/matteogratton

