Charlie Tango 15.05.2022
Design Matters

The Digital Ethics
Compass

DESIGN MATTERS JP 2022

CHARLIE TANGO



Charlie Tango 15.05.2022
Design Matters

Rasmus Sanko

Chief Strategy Officer

CHARLIE TANGO



Charlie Tango 15.05.2022
Design Matters

Charlie Tango

Who we are and what we do

CHARLIE TANGO



01. Charlie Tango

We assist businesses and organisations that
are passionate about their field of expertise
and aspire to excel digitally.

We accomplish this by designing and
implementing user centric, data driven
products and services of the highest quality.

Together we create modern, digital businesses
and organisations that provide meaning and
value for society as well as individuals.
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Design
approach

CHARLIE TANGO

Surroundings
Sustainable

Technology
Feasible
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Co-creating,
conceptualising
& validating
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Two main tasks
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Improve the user experience
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Streamline and automate workflows
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Digital transformation

Key areas for the modern organisation

)

Frictionless
Operation Model

Experience
Design

Platform Strategy Data-driven Engineering
& Implementation decision-making Culture
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Data Driven Products & Services
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By doing
what?

Decide

By knowing
what?
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Data Driven Products & Services
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RAIT

Radiologisk Artificial
Intelligence Testcenter

R/NT

RADIOLOGICAL AI TESTCENTER
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Voter Declarations
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Coloplast
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What, why and how
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Facebook knew Instagram was
'toxic' for teens

. Celebrltles were treated differently
iby Facebook

,‘ A
’ [ ad : .
¢ " v

VY 4 | ' y ‘&

/’ ) ,
)’ -
» ‘. .

-
e

According to Facebook, people's relationship with social med
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This was programmed by
someone.

Snmka Lhala) Rovetla Meosha Tamikka Nakla ermala Tanika
Jcmclah Laneeda Lklcsha Sonyette Lontrcnma Jacinda Kh};dm

_l_(_lannz_l Nichelle Shemika Everloyce Sharkesha Jenise Ziondrea
Latanm ‘\Ioella Syretta Ghalyah Shalako Jilisd Tdfreew Sheritta

Qhonta Shennelle Mandisa Tonisha Kemsha Makayla Nane
Jerrica Shontel Felisha Tizza Moniqua Lashae Tinisha Tawonda
Shanita Shonek Hazlmc Jazmin Shkise Tiara Shranda Sakura
Romsha Anauah Racqchcll Sha'Shauna (:erschell Zoriyah

Kawzmda Seecha_n_na Dcnlghna Sgna_l]ga l_.a;_a Harlo“ antol

A collage of dozens of Black names marked as misspelled by Microsoft Word’s

built-in spell checker. 2016, Pluralism, Deborah Roberts. Serigraph on Paper.




TECH AMAZON ARTIFICIAL INTELLIGENCE

Amazon reportedly scraps internal
Al recruiting tool that was biased

against women

The secret program penalized applications that contained the word
“‘women’s”

By James Vincent | Oct 10, 2018, 7:09am EDT



NEWS | 24 October 2019 | Update 26 October 2019

Millions of black people affected by
racial bias in health-care algorithms

Study reveals rampant racism in decision-making software used by US hospitals — and
highlights ways to correct it.

Heidi Ledford

y f =

Black people with complex medical needs were less likely than equally ill white people to be referred to
programmes that provide more personalized care. Credit: Ed Kashi/VIlI/Redux/eyevine




02. The Digital Ethics Compass Charlie Tango 15.05.2022
Design Matters

What's ethical anyway?
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“The one who

IS very strong,

should also be
very nice’

Pippi Longstocking,
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02. The Digital Ethics Compass

INDUSTRIENS
FOND

The Danish Industry Foundation

1508
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00

Dansk Industri

CHARLIE TANGO

Manyone

Bank

petersvarre.dk

Flip Stud!o

Charlie Tango

Dansk Design Center

DATAETHICS

slektronista
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Scoping 2x workshops Continuing
the work
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02. The Digital Ethics Compass

The Digital Ethics
Compass is a tool that...

Helps companies create a shared focus on,
understanding of and vocabulary around ethics

Provides companies with a framework for working
with and securing an ethical focus in relation to

oncrete products and services

Gives us a chance to talk about ethics

CHARLIE TANGO

Charlie Tango
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The Digital
Ethics Compass
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How do you use the Ethics Navigator and the knowledge cards?

The Ethics Navigator is a checklist that helps you ask

ethical questions about your digital solutions and designs.

You can use it to quickly get answers to ethical questions,
but it can also be included as a working tool in workshops
or design courses where you want to ensure that ethics
are involved in the development of the digital solution.

In the middle of the Ethics Navigator, you will find the five
basic principles of responsible and ethical digital design.

ddc.dk

You should memorize them and always keep them in mind
when working with digital solutions. All five principles are
explained by an in-depth knowledge card.

In the outer ring of the Ethics Navigator, you will find 22
ethical questions which are divided into the three catego-
ries of data, automation, and behavioral design. The ques-
tions try to challenge you to think ethics and responsibility
into your digital designs. It is far from all the questions

04.
maniputate
A taking
actions b\é of peo-

that will be relevant to your solution, but there will almost
always be at least a few questions that can challenge you
and set thoughts in motion. For each of the 22 questions,
you will find an associated knowledge card, which ela-
borates on the meaning of the question, which provides
concrete design recommendations, and which describes a
good and a bad example from the real world.
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The Digital
Ethics Compass
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CHARLIE TANGO

03.
How do you store
data?

Avoid
manipulating

Make your
technology
understand-

able

Give Put the human
users in the center
control

Avoid creating
inequality
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al g NS Used to help PEOR™ | e ©
Our GGS{gn Can be used 1o maniPV ntto
thica choice whether YOU
elp or to manipulate-

¢Ses uonew
-01ne uaym ui deis

01 Apeal Auedwoo

8Uj} Ul 8UOBWIOS S|

Charlie Tango
Design Matters

15.05.2022

48



Put the human

IN the center




Put the huma

IN the center







‘he human
e center










15.05.2022

O1.
Are you collecting

too many data Do Yoy 3?72
points, and do you Your o ;nym 26
keep them for too (q?
onoW? e\ long?

) 0BV [k 5000 o, ¢
Q,\}) \}S\ 6'\\}‘ “\O 5
PR SN u0s°® " o g
;\50\ \\-@ ‘\00
N\ Qoo
98.0}?@0
X




Charlie Tango 15.05.2022
Design Matters

04.
93 Do you give people

U SYore access to their own HaVe 05,
oW a0 \]an data? User D»‘S’OL/ Obty/
\CE | e 2N
= COllecy , SSiop &
4% Ceg tandDr - O
N " Qatan %)
\\ (o O
ld@ 6@.1/ ®6<
C?f@
Q
Data

data, and itis, therefo,
e\ from A~ that nna Al . 2 temm.-_




02. The Digital Ethics Compass arlie Tango 15.05.2022

00.
Do you inform your

0%, ined users about how Are . Y1
w ot o h filed? Mgrg 20U
pef ™™ 4 xro- leraoy;, ¢ they,
use’ . Q“d pq aut t/l‘)g Wi dra
Q¥ CO\\eoss gate’ "Matgy . Nan oO.l/
O : S
\GQQ- < O\N(\ o tions = Olu- I’D/-@’Sg‘ Z
\ S
3 /72‘/7/@ 2
s Ury, Ky,
5@ (9/7/~ .(;
(s
N\ . YO CO“\‘eCt. .aS mUCh




deC ( K
. /dys "ational. We make ian, 1O 2\
7, 2ta oh '?’D“lateo/ Via behavioral des‘iop\e “;xe"
/77)" ‘96’@ aV/O/- [ . help PEYY, N\t xO
(// Z‘O o b@h Y q Q’GSIgn IS Used to maﬂ\p a(\‘\.
%@’h. /t VIoray ©Sign can be used to ryou™
S your thical chojce Wheyhe\ate.
xO
O O . ~O xO
A O &(\J\(\-\o‘\ X
A SR IR
S %6‘/ @Y a9 oo N
.9(9 2} . \9/) P\ Aﬂ&e f\d O\
2 bQ DO Vo OQ NMh " .
Mok /‘? Ol.e/’be 7\ 7\
U&el.h q/m"\_ at@/




=G har - YUOCG, oliavivi ¥= -\Ca\ A\ e Y
Miul to them. It is your eth ne\P of \

%
2
° o> 03 &°©
7 oY, o® 2 o
2 O KO 29 3¢
~ O QO o7 \0
(o ./OQ' P S Yo ur 7«)\.0\,Q Y XO ° Q\,@ %OO
2 ay W/th Q'@Sign 02 O O\jo\)e. ‘a\o\\:\’gy
>”b’ CMoy; negat,'v Do you deliberately use(e\“ c(oke XO
‘Ongp 7% make it difficult for CO(\OG“( SN0
users to find or you mage'?
understand infor- adV°

mation or
functionality?




, Oy
5,
J/?‘e {/492‘
O Ny ©
PREYS 05
0 6.0 . Are Yo,
- "Satg . Vin
Vi Oyyr b addl.()tl Og to
Che rodUCt 7 to
W trigy 3Tth

06.
Do you validate or
challenge your
users?




CHARLIE TANGO

O1.

Does your design
play with negative

emotions?
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Recommendations

Think about whether you use fear, « Think about whether you can turn
uncertainty, and doubt as motiva- negative communication positive.
tion in your design.

» Be aware that false information
Be especially careful with fear such as “only one product left”
messages based on knowledge may be false.
about the user.

Novotel Paris Les Halles #*** [[J

©Q Paris City Center, Paris - Show on map — Subway Access 2,45¢

31 people are looking right now The bad example
Booked 27 times in the last 6 hours

Many hotel booking websites use unethical because it uses fear and
: * messages that tell the user that insecurity to motivate users. But
Creat Value Today : a @ x number of people have already it can also be outright illegal if the
booked and that you need to hurry stated deadlines and bookings are
to book at the price shown. Users not truthful. Many booking sites

are scared that the offer and dream have been in the spotlight of the

Ll
DouPle Room & ) trip will disappear or that the price competition authorities because of
In high demand - only 7 rooms left on our site! will double this practice.

Risk Free: You can cancel later, so lock in this great any minute. This practice is initself

price today!
See our last avails
The good example

Tobi is a Danish startup that helps They use concrete examples, but
parents invest their children’s they do not tell stories about how
savings. Their message is that it horrible it will be to be 18 years old
is far more efficient to invest their without child savings in a world
child’s savings than to leave it where a two-bedroom apartment
in a regular bank account. They in Copenhagen will cost 10 million
use comparisons to show what Danish kroner (or well over a million
this difference can mean when pounds or euros).

the children turn 18, but they do

not use fear in these messages.

!
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Scoping 2x workshops Continuing
the work
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02. The Digital Ethics Compass

The _actual
service or
solution

CHARLIE TANGO

Charlie Tango 15.05.2022
Design Matters

THE DIGITAL ETHICS COMPASS

DESCRIBE YOUR SOLUTION

Write five lines about your (selected) digital product:
— Which problem does the product solve?

— How does the product solve the problem?

— Who are the users of the product?

Behavioural algorithm via video, audio and sensor technologies

Collecting data about the passengers with the purpose of creating a safe environment on the buses. Data 1s
collected via video, audio and sensor systems that store behavioural data.
Over time a database will be created, saving examples of previous conclusions.

Pitfalls: Data can be personalised and thus used against the customers themselves. Discrimination based on
data and behaviour. Emotional and direct marketing etc.

Danish Design Center

70
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20 gquestions to get startet

20 questions from the ethics 8 8
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DDC
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Danish Design Center
Danish Design Center
Danish Design Center
Danish Design C
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20 gquestions to get startet

20 questions from the ethics O

professor a
Does your solution O
represent a future you 8

@) @)
QO QO
? A ? ? O
n n -
want to strive towards?
Why / why not?
n

|
|

Danish Design Center
Danish Design C

?
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20 gquestions to get startet

20 questions from the ethics @) boes yoursolution @) I @)
profe SSOY D represent a future you D ()
‘A want to strive towards? ? ‘A
Why / why not?
= A
_ _
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20 gquestions to get startet

20 questions from the ethics
professor

CHARLIE TANGO

DDC

Danish Design Center

Does your solution
represent a future you
want to strive towards?
Why / why not?

DDC

Danish Design Center

Could your solution be
a part of an episode in
Black Mirror (a dysto-
pian science fiction
series)?

Try to imagine the plot

Charlie Tango
Design Matters

15.05.2022
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02. The Digital Ethics Compass
Design Matters

Who is affected...
or excluded from?

THE DIGITAL ETHICS COMPASS STAKEHOLDERE EXERCISE

Direct Indirect Excluded
Users, designers, Neighbors, friends, family, Disabled, poor, not near

administration, purchasers groups of interest, society relations

Stakeholder
Stakeholder

Authorities /
The passenger Stakeholder

Stakeholder

People that do not
Comply with our

Clients / PTAs travel policy

Safety driver Stakeholder

Stakeholder

Stakeholder

Relatives Police /
Stakeholder e mel‘ge n Cy

Supervision / Stakeholder
Remote

Control Center People living

in the areas we
opperate

Dansk Design Center

CHARLIE TANGO 76
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How would you
users rate your
service? Best /

Worst?

CHARLIE TANGO

THE DIGITAL ETHICS COMPASS

Stakeholder

Relatives

Write a review

Danish Design Center

Ethics principles

Avoid
creating
inequality

Charlie Tango
Design Matters

15.05.2022
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How would you
users rate your
service? Best /

Worst?

CHARLIE TANGO

THE DIGITAL ETHICS COMPASS

Stakeholder

Relatives

Write a review

This 1s great, thank you :)

Danish Design Center

Ethics principles

Avoid
creating
inequality

Charlie Tango
Design Matters
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02. The Digital Ethics Compass

How would you
users rate your
service?
Best/worst

CHARLIE TANGO

THE DIGITAL ETHICS COMPASS

Stakeholder

Relatives

Write a review

Hi Holo.

Charlie Tango 15.05.2022
Design Matters

GAME BOARD

Ethics principles

Avoid
creating
inequality

I am writing to you because I have had a bad experience with my son who has been using your
buses. I have been contacted by the police. They say that your algorithm has seen him do something
illegal on the bus. I can assure you that it wasn’t him. The event they talk about happened Sunday
morning at 4:30, but my son was away with me that day. I think 1t's completely insane that your
algorithm does not have the correct overview of the people using your service, and thereby can
mistake people and information of such importance. As a result, my son has now had a very bad
experience with the police. I hope you will strongly consider improving your product. At least we're

done using your bus service!

Regards

Danish Design Center
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THE DIGITAL ETHICS COMPASS DIAGNOSIS EXERCISE

Identify the three most critical risks
your solution can cause

Shortterm:  Biased behaviour - treating someone unfairly.

Long term: Being part of creating an unfair society.
Bad for business.

2.

Shortterm:  Misuse of data.

CHARLIE TANGO
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THE DIGITAL ETHICS COMPASS ACTION EXERCISE

Describe what you will do to remedy the most critical risks.
Select what kind of action it is.

More specific contracts with suppliers, specifying focuses and actions with regards to the risk of
bias.

Organization Legal Business model Technology Design Other

2. Secure a continued focus on the risk on biased behaviour in Holo.

CHARLIE TANGO



02. The Digital Ethics Compass

Outputs

Ethics manifest

Preparing for ethics certificates

Roadmap for working with ethics

Starting up a process for working with ethics

CHARLIE TANGO

Charlie Tango
Design Matters

The Digital
Ethics Compass
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How do you use the Ethics Navigator and the knowledge cards?

The Ethics Navigator is a checklist that helps you ask

ethical questions about your digital solutions and designs.

You can use it to quickly get answers to ethical questions,
but it can also be included as a working tool in workshops
or design courses where you want to ensure that ethics
are involved in the development of the digital solution.

In the middle of the Ethics Navigator, you will find the five
basic principles of responsible and ethical digital design.

ddc.dk

You should memorize them and always keep them in mind
when working with digital solutions. All five principles are
explained by an in-depth knowledge card.

In the outer ring of the Ethics Navigator, you will find 22
ethical questions which are divided into the three catego-
ries of data, automation, and behavioral design. The ques-
tions try to challenge you to think ethics and responsibility
into your digital designs. It is far from all the questions

04.
maniputate
A taking
actions b\é of peo-

that will be relevant to your solution, but there will almost
always be at least a few questions that can challenge you
and set thoughts in motion. For each of the 22 questions,
you will find an associated knowledge card, which ela-
borates on the meaning of the question, which provides
concrete design recommendations, and which describes a
good and a bad example from the real world.

15.05.2022
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02. The Digital Ethics Compass

So, what now?

©O 00 O

Scoping 2x workshops Continuing
the work

CHARLIE TANGO

Start

Udforske

Udfordring

Definere

Charlie Tango
Design Matters

Udforske

Lesning

Realisere

15.05.2022

Test
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) Toolkit: The Digital Ethics Com X 4+

& C' @ ddc.dk/tools/toolkit-the-digital-ethics-

( vEND )

TOOLKIT
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Thank You

Rasmus Sanko Charlie Tango Copenhagen
rs@charlietango.dk charlietango.dk Denmark
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